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update: later versions of windows may contain more
data in the zoneinfo file, including the current time
zone. so it’s definitely worth checking the file’s data
offset value to make sure it is indeed 0xca45ff27.

modern windows will also add additional data related
to the time zone that is used on the computer in

general. from a forensic perspective, this is a useful
data stream to examine. i imagine it will be useful to
any attacker on some type of windows system that

goes through a forced update or is lacking their
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software updates settings. be careful trying to query
these attributes directly since the file is likely

encrypted or possibly fragmented. i would suggest you
try decrypting the file first and then use the

information to query the local registry and windows
settings directly. in other words, you dont want to just
grab data from the file system and analyze it on your
own; rather, grab it from windows settings and query
what you need. the zone.identifier field can have a

maximum size of 256 bytes, and is signed to prevent
the signed attribute flag being overwritten. if you

search the mft entries for zone.identifier, you will find
the zone.identifier field, along with the

$standard_information attribute; these are the two
most common fields in the mft entries that contain

$mft information. there are a few other mft attribute
names you could use, such as $mft_last_write_time,
$mft_used and $mft_all_used. this is also why ntfs

does not have a folder or directory structure, as this
would result in a directory entry being overwritten by
the $mft as the directory would exist somewhere in
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the mft.
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